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‘\y ) ePaymentAmerica’

Introduction

Visit us at: http://www.epaymentamerica.com
Copyright © 2013 ePayment America, Inc. All Rights Reserved

Congratulations on the selection of the ePaymentAmerica Payment Gateway, the most
advanced solution in the industry for processing credit cards, debit cards and check
services. This software provides you with a fast, easy, reliable way to authorize credit
card, ATM/debit card, and check transactions on your PC. This guide prepares you with
the detailed information that you will need to use the payment processing application.

Your opinion is important to us. If you have any suggestions feel free to email us.

Thank you for choosing ePayment America!

ePaymentAmerica

7556 US Highway 70 Suite 200

Memphis, TN 38133

Email: techsupport(@epaymentamerica.com
Phone: 888-385-5357
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Overview

By using the ePaymentAmerica Payment Gateway, the administrator users can manage
their accounts with little more than a few keystrokes and mouse clicks. Through an
intuitive graphical user interface, an administrator can set up new accounts and modify or
delete existing ones. In turn, merchants can upload POS transactions from their terminals
and capture images of signed sales drafts. As a result, merchants no longer have to hold
copies of these transactions for retrieval requests. Instead, the images are housed on the
web and available to the merchant by using a web browser. Additionally, merchants also
have access to manage accounts at the user level within their merchant accounts*. This
versatility thus not only supports a wide level of account management, but also reduces
the need for administrator involvement in routine and simple adjustments to the merchant
account.

In addition, the ePaymentAmerica Payment Gateway provides tools to customize logos
and contact information, which locate on the ePaymentAmerica Payment Gateway web
pages viewable to every user. In this way, while maintaining a professional business
presentation, an administrator can conveniently provide merchants with vital contact
mnformation.

This documentation targets individuals who will monitor the ePaymentAmerica Payment
Gateway system on a regular basis. Some knowledge of basic system administrative
principles is a plus. For an administrator, although prior experience with system
administration is not required, it will help facilitating the maintenance of the Payment
Gateway.

* Managing user accounts is dependent on the merchant’s assigned security permissions.
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Ch 1: Beginning to Use ePaymentAmerica Payment Gateway

What to expect and what to do when beginning to use the ePaymentAmerica for payment
processing.

In this introductory chapter, you will learn the basics on how to use the
ePaymentAmerica Payment Gateway for payment processing. The topics covered
include the ePaymentAmerica’s logon process, graphical user interface (GUI), and user
account management.

To begin using the ePaymentAmerica Payment Gateway, you must first logon to the
system.

Logon as a Merchant

1. Open your internet browser;
2. Type the web address (URL) for the ePaymentAmerica login page in the Address

field: https://gateway.epaymentamerica.com,

|| & https:// gateway.epaymentamerica.com| \ P-aB2X ” = Payment Gateway | |

=S

Help

Username:

Password:

[ Login ” Reset

)

ePaymentAmerica®

erchanl Solulions
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3. Input your username in the Username field;
4. Input your password in the Password field;
5. Click Login (the Reset button lets you re-enter your username and password).

Note: If this is your first time logging on to the Payment Gateway, you will see an End
User Licensing Agreement (EULA). To continue your login, read the agreement and
click the “I agree” button.

After you logon to the system as a Merchant, a menu bar will appear on the screen (as
shown below). It contains a list of options: Virtual Terminals, Recurring Billing,

Current Batch, End of Day, Closed Batches, Find Transactions, Manage Users,
Tools, Preferences, Email, and Logout.

The Manage Users feature is discussed in this chapter.  All other features will be
discussed in the following chapters.

Logged In As:
ePaymentAmericalWeb

ePaymentAmerica

©PavmentAmerica

Discover the power of ¢

]_! Virtua! Terminals H

L o ePaymentAmerica
e A TX Direct Company
]"_! Cument Batch Memphls TN

- r: Y

' :: e ot iy Support: (888) 221-2203

o Btches info@epaymentamerica.com
L] Find Transactions www.epaymentamerica.com
H-L | Recsipts

L1 Tools

H-L| Preferences

T info@epaymentamerica.com

info@epaymentamerica.com

ePaymentAmerica
A TX Direct Company
Memphis, TN
Support: (888) 221-2203
info@epaymentamerica.com
www.epaymentamerica.com

Powered By TGate™

Virtual Terminal
Credit — Process Sale, PreAuth, or ForceAuth transactions on credit card.
Debit — Process Sale or Return transactions on debit card.
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Checks — Process Sale, Verify (PreAuth), Void, Return, or ForceSale (PostAuth)
transactions on check.

Gift Cards — Process Redeem, Reload, Refund, Activate, Deactivate, or Inquire
transactions on gift card (Note: A gift card must be activated to be used).

Recurring Billing
Add Customer — Add a new customer for recurring billing.
View Customer — Displays established recurring billing customers.
View Contracts — Displays established contracts for customers.
Billing Report — Displays transactions processed through recurring billing.

Current Batch
Summary — Displays a summary list on transactions in the current batch.
Credit/Debit/EBT/Checks — Displays the transaction details in the current batch.
Host Batch Info — Displays a batch summary form the processor host.

End of Day
Credit/Debit/EBT/Checks — Displays the current batch summary and allow you
to submit the batch.

Closed Batches
Credit/Debit/EBT/Checks — Displays the transaction details of closed batch.

Find Transactions
Summary — Displays a summary list on all transactions categorized by the
payment type.
Credit/Debit/EBT/Gift Cards/Check — Displays the transaction details,
including receipt and/or check images if applied.

Manage Users
Add - Add a new user account.
Find/Edit — Find, edit or delete user account.

Preferences
Access Control — Grant or deny access to log into an account by verifying the IP
address.
Custom Fields — Add data field to the Virtual Terminals pages. The field will be
saved along with the transaction.
Device Setup — Set up input devices connected to your system.
Password — Change the user password.
Security — Set security for functions performed at the user level.

Email
Sales — Send email to the ePaymentAmerica Payment Gateway Sales Team.
Support — Send email to the ePaymentAmerica Payment Gateway Support Team.

Logout — Exit the ePaymentAmerica Payment Gateway.
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Adding a New User

The Manage Users section is used to add, find, edit, or delete user accounts. The
following examples describe two scenarios in which you would want to add a new user.

Your company must establish a user account for each terminal. This account
1s set up specifically to upload transactions and sales draft/check images to the
web.

Your company wants to establish a user account for an office manager. This
manager needs a user name and password fro access to retrieve images and view
reports.

Adding a new user:

l.
2.

w

Click on the Manage Users folder;
Click on the Add link to add a new user and the following screen will appear:

User Information (* indicates required field)

=er Mame: *Security Level: *oystem Level:
1 |» I

*First Mame: *Last Mame:

*Phaone Mumber: *Email Address:

Street Address 1: Street Address 2

City: State:
------ v

Promwince: Postal Code:

Country: Time Lone:

Canada ke Eastemn ke

Sawve User

Without your specifying a user name in the User Name field, the
ePaymentAmerica Payment Gateway will generate a user name for you,

The First Name and Last Name fields are where you will need to identify the
terminal that will be uploading to this account or the entity that will be using this
account;

The Security Level box should be defined correctly to give the user access to
only what the user needs to complete his/her task (Also, see Setting Security in
Chapter 6);

Enter the new user’s information into the User Information form;

Click on the Save User button (the Reset button allows you to return to the
previously saved User Information state);
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Finding and Editing Users

The Find/Edit function lets you manage the user account, such as, search a user account,
modify the previously entered user information, delete an existing user, activate or
mactivate a user account, etc.

1. Click on the Manage Users folder;
2. Click on the Find/Edit link and the following screen will open:

Show Filters

MOTE: %ou don't need ta fill out all the fields, just the ones you knowvy . The less information

viou provide, the more match you will get. e.g. If you put in "r" in the "City" field, it will match
any city with & "r"init.

Uszer Mame example Ermiail
First Mame Last Mame
Uzer Mumber Phaone
City Postal Code

[ Find ] [ Feset ]

3. Fill out the field(s) that you know for your target user in the Show Filters form.
Notice without entering any information in the filter form, it will return all user
accounts,

4. Click Find (the Reset button lets you re-enter the information) and a list of users
will appear (Notice the m and = arrows under each column name are for sorting

the list):
User Mame Last Mame First Name Partner ID Status Email Creation Date
F F F F F F F
Exarnple 32007
(default) Doe John 100 ACTIVE|example@hypercomm.com 10:16:00 AM
372007
Example User|User Example 100 ACTIVE|example@hypercom.com 11:10:4% AM

5. To send an email to the user, click the Email link. Your default mail application
will pop up for you to email the user;

6. To view, edit or delete the user, click on the User Name link. The following
figure will appear:
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User Information Edit User

Username: Example User Options
Status: Active - Rezet Pazsword
Email: exampledihypercam.com - Email Passwword

- Log In as this User
Contact Info
John Doe
123 Anytowen
Cityville, CA 12345 Security Level: 4
Uz, System Level: 1

User Type: Merchant

7. To edit the user, click the Edit User link in the upper right corning of the section
and a screen similar to the example below will open displaying the detail of the
user information:

User Information (* indicates required field)

Uzer Mame: *mecurity Level: *owatem Level:
Example 4 M
*First Mame: *Last Mame:
John Daoe
*Phaone Mumber: *Email Address:
RRR-RER-RARG example@hypearcom.com
Street Address 1. Street Address 2
123 Anmytown
City: State:
Cityville CA - Califormia ]
Prowince: Postal Code:
i, 12345
Courtry: Time Zone:
United States M Facific M

8. Edit the fields as necessary and click Save User to save the changes (the Reset
button allows you to return to the previously saved User Information form):
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User Information Edit User

Username: Example User Options
Status: Active - Rezet Pazsword
Email: exampledihypercam.com - Email Passwword

- Log In as this User
Contact Info
John Doe
123 Anytowen
Cityville, CA 12345 Security Level: 4
Uz, System Level: 1

User Type: Merchant

Email: exSMpl@AVREICOm.Con _ To send the user an email after your default mail application
appears.

-ResetPassword — To reset the user password. The ePaymentAmerica Payment Gateway will
automatically generate a new user password.

-Email Password — T'o send the user his/her password, in the context of a pre-defined email
template (See example figure below).

-Loanasthiz User — To log 1n as this user.
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Ch 2: Creating Transactions with Virtual Terminals

How to use virtual terminals

Virtual Terminals allow you to process various transactions on credit card, debit card,
check, and gift card. The transaction types include Sale, PreAuth (pre-authorization),
ForceAuth (post-authorization), Voeid, Return, etc. This chapter describes how to
process each type of transaction, grouped by the payment methods: Credit Card, Debit
Card, Check, and Gift Card.

In general, when filling out the transaction forms (illustrated as screenshots in this
chapter), be aware that the industry type of your merchant account, such as retail or e-
Commerce, has different requirements on certain fields to be populated or not. For
example, some payment processors do not require an address for a retail transaction, but
require for an e-Commerce one. Consult your service provider if you are unsure of these
requirements.

To process retail transactions, you will need various devices, such as card reader, PIN
pad, and check reader. Refer to Setting up Input Devices in Chapter 6 for details.

Credit Card

The virtual terminal does not facilitate Void and Return transactions on credit card.
Instead, they are provided through Find Transactions. This is to ensure a void or return
transaction only to be made on an existing transaction, which further help reduce fraud.

Credit Card Sale
1. Click on the Virtual Terminals folder;
2. Click on the Credit link;
3. Click on the Sale tab (shown below):
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Card humber:
Expiration:
Subtotal:

Tae Amount:

Tip Amount:
Total Amount:

Customer D
Cardd Holder:
Street:

City:

PostaliZip Cocde;
Ch2

Imvaice #:

PO #:

D Force Duplicate

H Repeat Sale (Installment)

[ Process l

i

Enter the credit card information into the Credit Card Sale form,;
By checking the Force Duplicate box, you can process a duplicate transaction. A

duplicate transaction is an attempted transaction identical to the one already made
on the same day, with the same credit card number, expiration date, and total

amount;

6. The Repeat Sale function is designed for a credit card payment with installments.
If this transaction is a repeat sale, check the Repeat Sale box to expand the
section (shown below). Otherwise, skip this step and go to Step 8:

Repeat Sale (Installment)

Instalment Mumber:

Total Installments:

Use thiz section if vour customer iz making instalment payments. For example, it the purchase price
wwas $500 and you =et your customer up with a three month installment option, you would erter the
payment information shove, input 1,2 or 3 for Instalment Mumber and 3 for Tatal Installments.

7. Fill out the two fields in the Repeat Sale section for an installation payment;
8. Click Process (the Clear button lets you clear the form without processing the

transaction):
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Credit Card Sale Receipt

Print Receipt
Map Address

Date 5/8/2006

Tirne 316 PM PDT
Trans Type Sale

Register 1

Subtatal $3.00

Account B 61
Exp Date 0809

Issuer WISA

Mame Glabal Payments Inc
Invoice#

PO#

Sale Tax Amt

Tip Amt

Total Arnt $3.00

Street 4 Corporate Sy
City Atlanta

Zip 30329

Entry Method  Manual

Result APPROYED
AuthCode 123456
MMessage APPROWAL
PMRef a4244
ComrmercialCard False
CvResult

AWSResponse  No Match on Address (Street) or ZIP

9. Notice the two options in the figures above: Print Receipt and Map Address;
10. Click on Print Receipt to print the transaction receipt;
11. Click on Map Address to locate the address on a map.

Credit Card PreAuth

PreAuth is the process of authorizing and reserving the funds for the transaction —
ensuring the card is valid, and the cardholder has sufficient open-to-buy funds to cover
the purchase amount and reserving the funds for completion.

1. Click on the Virtual Terminals folder;

2. Click on the Credit link;
3. Click on the PreAuth tab (shown below):
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o O o | rorconun

Card Murnber: |
Expiration:
Subtotal:
Tax Amount:
Tip Amount:
Total Amount:
Card Holder:
Street:
City:
PostaliZip Code;
CY2:
Ivoice #:

PO

[ Process ] [Clear]

4. Enter the credit card information into the form;

5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt will appear:

6. Notice the two options at the receipt: Print Receipt and Map Address;

7. Click on Print Receipt to print the transaction receipt (example shown below):

8. Click on Map Address to locate the address on a map ;

Vital CC/DET/EET 2 Test Metchant
123
Redmond, WA 92052

Date: 7/22/2004  Time: 11:14:28 AM [PDT]

Trans Type: Authotization
Transaction & 10501
Harme:

Accomt: ************1?32
Exp Date: 0509
Card Typs: MASTERCARD
Entty: T atmal
AuthCode: VITALR
Result: Approved
Total Amt: $0.00
I Agree to Pay Above Total

Amount According to Card

Issuer Agreement (Metchant
Agreement if Credit Voucher)

Bignature X
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Credit Card Return

A Credit Card Return is a return transaction in which a previous Credit Card Sale is to
be returned / voided.

1. Click on the Virtual Terminals folder;
2. Click on the Credit link;
3. Click on the Return tab (shown below:

For security reasons, we limit refunds to the same credit card account number that
was used in the purchase. We also limit the dollar amount of the refund to the dollar
arnount of the original purchase or less.

To process a refund, please select Transaction Feporis, query the original transaction,
then click the PNRef number. A refund option should appear. You may enter a
different dollar amount in the amount field, howewer, the dollar amount can not exceed
the ariginal purchase amount.

Note: This is the recommended way to process returns. Depending on the settings for
your merchant account, you may get the following screen:

Card Mumkber:
Expiration:
Subtotal:
Total Amount:

Customer IO
Card Holder:
Irvoice #:

D Force Duplicate

l Frocess ] l Clear ]

You may then process a return just as you would a sale. For more information
about this setting, contact your administrator or reseller. Also, to void a
transaction that has not yet been processed (i.e. the batch has not yet been
settled), continue to Transaction Reports via step 4 below.

4. Read the information and click Transaction Reports (shown below):
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Transaction Filters

Date Hange‘ Select a Date Range or enter dates manually below . . . V‘
Start Date |5/5/2006 | End Date 54542006 |
Start T|me| ‘ End T|me| ‘

5 M T
31 2 3 4 5 6| 30
3

28 29 30 31 1 £ 3 ||28 28 30 31 1 2 3

4 S5 6 7 B8 9 0|4 5 & 7 3 5 10
Card Hﬂldar'l:| Exclude Yoid
Card Number I:| Payment Type

Note: The date is defaulted to today’s date.

5. Enter the appropriate information. (No information needs to be entered onto this
page, by clicking the Submit button, you will view all transactions today);
6. Click Submit and a list of transactions similar to the sample screen below will

appear:
Ref # |Customer ID |Inv #| Date Result Payment | Account Account # Name |Type| Status Approval
P Type « ¥ [Type « ¥ P a~ v Code & +

54234 12:52:23  APPROVED | WISA VISS FHERERREAFEELTEL  Payments | Sale |APPROVAL | 001007
PM Inc
5/8/2006

54232 12:49:52 APPROVED WVISA VISH R R L Sale |APPROVAL 001006
PM

7. Alist of transactions will appear, click the transaction Ref # you wish to return:

Void transaction # 542347

[ Yes, Woid this Transaction ]

8. Click Yes, Void this Transaction.

Response | QK

Result : APPROYED
suthCode @ 001007
Message | APPROWAL
PHRef | 54254
CommercialCard @ False
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Credit Card ForceAuth

ForceAuth is a sale transaction for which a merchant received a voice authorization. A
ForceAuth is done so that the previously authorized transaction can be settled and the
merchant can receive funds.

1. Click on the Virtual Terminals folder;
2. Click on the Credit link;
3. Click on the ForceAuth tab (shown below):

Care Mumber:
Expiration:
Auth Cocle:
Suktotal:

Tax Amount:
Tip Amourdt:
Total Amaourt:
Customer |
Cared Holder:
Street:

City:
PostaliZip Caode:
CW2

Irrvoice #:

PO
4. Enter the customer’s credit card information into the form;

5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the one below will open:

Page 190f 70



@ ePaymentAmerica:

Merchant User Manual

Frint Receipt

Map Address
Date

Tirme
Trans Type
Register
Subtotal
Account
Exp Date
lssuer
Mame
Ireeoiced
PO

Sale Tax Amt
Tip Amt
Total Amt
Street

City

Zip

Entry Method
Result
AuthCode
Message
PhRef

5/8/2006

319 PM PDT

Auth

1

$2.00
T

03509

WSA

Global Payments Inc

$2.00

4 Carporate Sg
Atlanta

30329

Manual
APPROYED
123456
APPROWAL
54245

CommercialCard False

CWResult

AWSResponse

Mo Match on Address (Street) or ZIF

6. Notice the two options in the figures above: Print Receipt and Map Address;
7. Click on Print Receipt to print the transaction receipt;
8. Click on Map Address to locate the address on a map.
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Debit Card

Virtual Terminals allow you to process Sale and Return (void) transactions on debit
card. To process debit card transactions, you need to first connect both PIN (Personal
Identification Number) pad and card reader with your computer. Refer to Setting up
Input Devices in Chapter 6 for details.

If this 1s the first time your Internet browser attempting to access the debit page, you’ll be
prompted to download an installer from ePaymentAmerica Payment Gateway, which will
enable you to access the serial device required for debit transactions.

Debit Card Sale

1. Click on the Virtual Terminals folder;
2. Click on the Debit link;
3. Click on the Sale tab (shown below):

Card Mumber: |
Expiration Date (Mhiy™ T
Card Holder:
Amount:
Cazh Back Amount:
Total Amount:

Inyvoice Mumber:

B oo [Clear)

4. Swipe the debit card through the card reader. The Card Number and Expiration
Date fields will automatically populate after swiping the card ;

5. Enter the appropriate transaction information in the form,

6. Click Process (the Clear button lets you clear the form without processing the
transaction);

7. The PIN pad connected to your computer will prompt for a PIN. Input the
number and click the Enter key on your PIN pad and a receipt will appear similar
to the example below:
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Print Receipt
Date 47272004

Tirme 11:41 AW POT
Trans Type Sale
Auth Amt $1.00
Total Amt $1.00

Account i 1 =) |
Exp Date 0905

lssuer Debit

Mame John Doe
Irvoiced

Street

fip

Entry Method Swiped

Result APPROVED

AuthCode 075932
hWessage APPROWAL
PHNRef 3506
CvWResult

ANWSResponse

Debit Card Return

1. Click on the Virtual Terminals folder;
2. Click on the Debit link;
3. Click on the Return tab (shown below):

BETE e

Card Mumber: |
Expiration Date (hbdy™
Card Holder:
PNRet:
Amount:
Cash Back Amount:
Tatal Amourt:

Invioice Mumber:

BN oo | [Clear)

4. Swipe a debit card through the card reader. The Card Number and Expiration
Date fields will be automatically populated after swiping the card;

5. Enter the PNRef number into the PNRef field. This number you obtain from your
earlier processed debit card sale transaction, on which you are performing the
return transaction;

6. Enter necessary transaction information into the form ;

7. Click Process (the Clear button lets you clear the form without processing the
transaction);
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8. The PIN pad connected to your computer will prompt for a PIN. Input the
number and click the Enter key on your PIN pad and a receipt will appear similar
to the example below:

Print Receipt

Date 45272004
Tirme 11:55 AM POT
Trans Type Credit

Auth Armt §2.00

Total Amt §2.00

Account A 1E
Exp Date 0305

lssuer Dehit

Marme

Irvvniced#

Street

fip

Entry Method Swiped

Result APPROWED

AuthCode 076992
Message APPROWAL
PrRef 3508
CWwResult

AMISResponse

Check

Currently, ePaymentAmerica Payment Gateway supports multiple check processors in
North America. Therefore, depending on your merchant processor setup, you will see
one of the following user interfaces for your check processing:

This section describes Sale, Verify (Pre-Auth), Void, ForceSale (Post-Auth) and Return
check transactions crossed on the two check processors.
Check Sale

1. Click on the Virtual Terminals folder;

2. Click on the Checks link;
3. Click on the Sale tab (shown below):
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Matme as it appears on your check:

Test Merchant

Sale

Pay To The
Order Of:

Bank Routing/Transit: Account Mumber:

Check Mumber:

Amourt (US Fx

b23L5ETAS ©

«tIL56785904 23

l-:

Bank Routing Code Bank Account Number

Show Additional Information?

Imvaice Mumber: Phone Mumber:
Social Security Mumbet: Email:

Date of Birth: Street Address:
Drivers Licenze Mumber: City:

Account Type: State:

| Checking v | |

Check Type: Postal (Zip) Code:
| Fersonal v | |

I Process ] [Clearl

4. Enter the check information into the form,;

5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt will appear similar to the example below:

Date 7i30/2004
Time 9:12 AM PDT
Trans Type Sale
Arnaunt $1.00
Transit # 123456780
Account # TTTEE0
Check # 1001

Mame John Doe
[rvoice #

Result APPROWED
AuthCode BXILCS
Message  Approved
PMRef 10908

Check Verify

Check verification is a process that screens checks and check writers against a “negative

database” of “bad check writers”.
1. Click on the Virtual Terminals folder;

2. Click on the Checks link;
3. Click on the Verify tab (shown below):

Page 24 of 70



(©) eramentingra

Merchant User Manual

Verify

Mame az it appears on your checl

o] rorcesae

k: Check Mumber:

L]

Fay To The TestMerchan

Order Of:

Bank Routing/Transit:

t Amount (US §:

Account Humber:

i k23L5S5ETEY

L23iL5678590423

Bank Routing Code

Bank Account Mumber

Show Additional Information?

Invoice Murmber:

Phore MNumber:

Social Security Mumber:

Etmiail:

Date of Birth:

Street Address:

Drivers License Mumber:

City:

Account Type:

State:

Postal (Zip) Code:

|Che|:king V|
Check Type:
|F'ersona| V|

[ Process ] [CIear]

4. Enter the check information into the form,;
5. Click Process (the Clear button lets you clear the form without processing the

transaction) and a receipt

Check ForceSale

similar to the example below will appear:

Date 7#30/2004
Tirne 1.28 PM FPDT
Trans Type Auth
Amount  $1.00

Transit # 123456780
Account #  TTE90
Check # 1001

Mame John Daoe
Irvoice #

Result APPRCYWED
AuthCode  ALTH MUK 326-202
hWessage APPROWAL
FPrRef 10912

Check ForceSale 1s a process that completes a check transaction that already went
through the check verification phase and proved to be a “good check”. Therefore, to b
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make a check force sale, you will need to provide a reference obtained from the earlier
check verification process.

1. Click on the Virtual Terminals folder;
2. Click on the Checks link;
3. Click on the ForceSale tab (shown below):

PMRef #:
Mame as it appears on your check: Check Number:
Pay To The  TestMerchant Amaunt (U= F):
Order Of

Bank Routing/Tranzit: Account Mumber:

I a23iL5E7EY N L23ILSET7AS0LZT W

Bank Routing Code Bank Account Mumber

M Show Additional Information?

[ Process ] [Clear]

4. Enter the check information into the form,;
5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

four transaction results are below. Click here to process another transaction.

Amount : 1.00
Transit# : 123456780
Accountd  TTEE0
Check#: 1001

Marne - John Doe
Ireeoiced

Result - APPROYWED
AuthCode : DEMO-A
Message : DEMO-S

PMNRef: 9

Check Void

Voiding a transaction is the reversal of a current transaction that has been authorized but
not settled. Settled transactions require processing of RETURN (ak.a., REFUND,
CREDIT) in order to be reversed.

1. Click on the Virtual Terminals folder;
2. Click on the Checks link:
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3. Click on the Void tab (shown below):

| sae | veriry JENTEH
Criginal PMRef:

4. In the Original PNRef field, enter the PNRef number you received from the
corresponding check transaction on which you are performing this void;

5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

Date 8/5/2004

Tirme 12:24 PM FPDT
Trans Type oid

Result APPROVED

AuthCode AUTH MUM 259-613
hWessage APPROWAL
Original PMRef 7159

PHNRef 7154

Check Return

1. Click on the Virtual Terminals folder;
2. Click on the Checks link;
3. Click on the Return tab (shown below):

o | v S

PhRef #

Mame az it appears on your check: Check Mumkbet:
pay To The  Test Merchant Amaurt (US $):
Order Of:

Bank Routing/Transit: Account Mumber:

I k23LS5E7PAS n A2dILSEPAHOLZF 0t

Bank Routing Code Bank Account Mumber

M Show Additional Information?

[ Process ] ’CIear]

4. Enter the check information into the form,;
5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:
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Amount ;100
Transit# : 1234506730
Accountd TFRO0
Check#: 100

Marne : John Doe
Ireeaiced

Result - APPROWED
AuthCode : EHIZFW

hWessage : APPROWAL
FPMNRef: 2200

Gift Card

Through Virtual Terminals, you can process Redeem (Sale), Reload, and Refund
transactions on a gift card. You can also Activate, Deactivate, or Inquire a gift card.

Note: A gift card must be activated before use.

Gift Card Redeem

1. Click on the Virtual Terminals folder;
2. Click on the Gift Cards link;
3. Click on the Redeem tab (shown below):

RO ciovi | retna | nctwste | nescin | naqure |

Catd Mumber: |
Expiration Date (™™

Amauint:

[ Redeem ] [Clear]

4. Enter the gift card information,
5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

Print Receigt

Date 4/23/2004

Titne 2:35 PM PDT
Trans Type  Redeemn

Account 0156
Exp Date 0509

lssuer Gift/Loyalty

Total Amt  §10.00

Entry Method Manual

Result APPROYED

AuthCode

Message GiftCardBalanceArmount: 10.00
PNRef 3238
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Gift Card Reload

1. Click on the Virtual Terminals folder;
2. Click on the Gift Cards link;
3. Click on the Reload tab (shown below):

SRR s | pciwste| vesinst | inure

Card Mumber: |
Expiration Date (MY

Amount:

[ Reload ] [Clearl

4. Enter the gift card information,
5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

Print Receipt
Date 4272004

Tirme 1.31 PM POT
Trans Type  Reload

Account rm———l18E
Exp Date 1210

lzzuer Gift/Loyalty

Total Amt $10.00

Entry Methad Manual

Result APPROWED

AuthCode

Message GiftCardBalanceAmount: 10.00
PNRef 3514

Gift Card Refund

1. Click on the Virtual Terminals folder;
2. Click on the Gift Cards Link;
3. Click on the Refund tab (shown below):

SOOI e | poscto | inquro|

Card Mumber: |
Expiration Date (MY

Amavint:

[ Refund ] [Clear]

4. Enter the gift card information,
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5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

Print Receipt

Date 4727 2004

Tirme 1:26 PM POT
Trans Type  Refund

Account w1 56
Exp Date 1210

lsguer Gift/Loyalty

Total Armt $10.00

Entry hethod Manual

Result APPROVED

AuthCode

Message GiftCardBalanceArmount: 100.00
PMRef 3511

Gift Card Activate

1. Click on the Virtual Terminals folder;
2. Click on the Gift Cards Link;
3. Click on the Activate tab (shown below):

Card Mumber:
Expiration Date (MY

Amavint:

[ Activate ] [Clear]

4. Enter the gift card information,

5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

Print Receipt
Date 4126/2004
Time 238 PM POT

Trans Type  Activate

Account i 1111
Exp Date 1210

Issuer Gift/Loyalty

Total Amt $2.00

Entry Method Swiped

Result APPROVED

AuthCode

Message GiftCardBalanceAmount: 10.00
PrRef 34583

Gift Card Deactivate

1. Click on the Virtual Terminals folder;

Page 30 0f 70



@ ePaymentAmerica Merchant User Manual

2. Click on the Gift Cards Link;
3. Click on the Deactivate tab (shown below):

Card Mumber:

Expiration Date (MY )

l Deactivate ] [Clear]

4. Enter the gift card information,
5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:

Print Receipt
Date 472772004

Tirme 1:33 PM PDT
Trans Type  Deactivate
Account r———15h
Exp Date 1210

Issuer Gift/Loyalty

Entry hethod Manual

Result APPROWED

AuthCode

Message GiftCardBalanceAmount: 10.00
PHRef 3516

Gift Card Inquire

1. Click on the Virtual Terminals folder;
2. Click on the Gift Cards Link;
3. Click on the Inquire tab (shown below):

Card Mumber: |

Expiration Date (MY

l Inguire ] [Clearl

4. Enter the gift card information,
5. Click Process (the Clear button lets you clear the form without processing the
transaction) and a receipt similar to the example below will appear:
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Print Receipt
Date 4/27 2004
Time 1:32 PM POT

Trans Type  Inguire
Account el 156
Exp Date 1210

Issuer GiftlLoyalty
Entry Method Manual
Result APPROVED
AuthCode
Message GiftCardBalanceAmount: 10.00
FMNRef 3515
Ch 3: Batches and Settlement

How to create and settle batches

In this chapter, we will discuss the ePaymentAmerica’s batch and settlement features,
mainly, Current Batch, End of day, and Closed Batches. These features are there for
merchants with terminal-based payment processors. Terminal-based processor requires
merchant to store the authorized transactions locally until the merchant captures and
submits them for settlement. Remember that if you have payment options that are host-
based, you will not see these features for those payment types.

A batch is a collection of transactions. Usually a merchant has one batch per day or per
shift. Batch has two types: open batch and closed batch. An open batch, or current
batch, is a batch that has not yet been settled. On the contrary, a closed batch is a batch
that has already been settled. To submit/settle the transactions in the current batch, the
End of Day function comes into place.

Current Batch

Current Batch consists of two parts, transaction summary and transaction details, which
are grouped by the payment method. The summary provides an overview of transactions
in the current batch. The transaction details enable you to further explore and perform
more tasks on each transaction.

1. Click on the Current Batch folder;
2. Click on the Summary link and a list will appear similar to the example shown
below:
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Payment Type Deposit Amt Deposit Qty m Return Qty Net Amt Net Qty

AMEX $0.00 D $0.00 o $0.00 D
CARTBLANCH $0.00 o $0.00 ] $0.00 o
DINERS $0.00 0 $0.00 ] $0.00 0
DISCOVER $0.00 o $0.00 ] $0.00 o
1AL $0.00 0 $0.00 ] $0.00 0
ICB $0.00 o $0.00 ] $0.00 o
MASTERCARD $1.00 1 $0.00 ] $1.00 1
vISA $2.00 1 $0.00 ] $2.00 1
DEEBIT $0.00 D $0.00 o $0.00 D
ECHECK $0.00 o $0.00 ] $0.00 o

$0.00 0 $0.00 ] $0.00 0

)
[

T ) so00 o S0 2|

Note: The current batch summary lists transactions by payment types, the total number
and amount of both deposit and return transactions, and the net amount and quantity of all
transactions.

3. To view the credit card details, click on the Credit link. To view the debit care
details, click on the Debit link. To view the EBT details, click on the EBT link
and a list will appear similar to the example shown below:

Items per page |10 {0 will fill everything on ane page) Report Formats | SML Duwn\uad
Ref # |Inw # Payment | Account Account # Name |Type Status Approual Auth Amt | Capture
Aw |aw Type « ¥ |[Type 4 ¥ g &A% 4w g Code & + g Amt & =
33142004 2:36:10 | uoop syeD | wisa wisa AR ] 111 gale APPROVAL VITAL?  [$1.00 $1.00 vitalz |1
PM VITAL?
1511 et ;
@ S.IQISI/ZDD4 HeEsiE APPROVED | WISA Wisa PR R AL Sale CIP‘?;{I?EVAL WITALS $1.00 $1.00 vitalz |1
1

4. Click on the transaction’s Ref# link to further display the detail of the transaction;

5. Notice if you see % beneath the link, it means a receipt with signatures is
captured for this transaction. To view the receipt, click on the icon and a screen
will appear similar to the example shown below:

Frint Receipt Yoid transaction #238817

PHRef 23881

Date Gi26/2004 [ Yes, %oid this Transaction ]
Tirme 10:23:53 Al [POT]

Trane Type  Sal
5L HAETERLARD Charge amaunt: $1.00 | to account
Account 5454 HAE AR R R R RCACAT

Exp Date 0509

Entry Method  Manual [ fes, Charge Account l

Auth Amt §1.00

Total Amt §1.00

Street 123

Zip 12345

Result Approved

AuthCode WITALT

hessage MO WATCH

ANS Response N

Note: You can perform two more tasks on this individual credit card transaction: Void
and Repeat Sale. Because this transaction still sits in the current batch, unsettled, you
can void it.
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Batch Upload

Although available as inherited part of the system, ePaymentAmerica strongly advise

against its use.

Acquiring Cardholder Data outside the realms of the Payment Gateway for later upload
can/might put Merchant on PCI and Security exposures.

Closed Batches

Closed Batches contain transactions that are already settled. Similar to Current Batch,
the batches are grouped by payment types: Credit, Debit, and EBT.

1. Click on the Closed Batches folder;

To view the credit card details, click on the Credit link. To view the debit card
details, click on the Debit link. To view the EBT details, click on the EBT link
and a screen will appear similar to the example shown below:

Credit Card Closed Batch Filters

Start Date | 5/19/2004

Date Range | Select a Date Range ar enter dates manually below .

August 2004 =

v

End Date | 9/26,/2004

= August 2004 =
5

3. For date selection, refer to an identical figure in Transaction Summary in

Chapter 4;

4. Click Submit and a screen will appear similar to the example shown below:

GBO0Sa1 ACCEPTED
GBOOSSS ACCEPTED
GBO0S5E ACCEPTED
GBO0S54 ACCEPTED
GBOOS51 ACCEPTED
GBO0S50 ACCEPTED

Detail Summary
Detail Surnmary
Detail Surmmary
Detail Summary
Detail Summary
Detail Surnmary
123458

8/26/2004 10:52:12 AM $2.00
8/26/2004 12:00:39 AM 1 ($9.90)
8/25/2004 4:22:13 PM 16 $457 .88
8/24/2004 3:19:48 PM 1 $1.00
8/24/2004 Z2:04:57 PM 13 $9z.00
8/24/2004 12:00:21 AM 1 $1.00
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5. To view the batch summary, click on the Summary link and a screen will appear
similar to the example shown below:

Batch Summary

Payment Type | Deposit Amount |Deposit l:uun

AMEX $20%2.91 0. nn

DISCOVER $1.00 1 $0.00 D

MASTERCARD $1.00 1 $0.00 0

YISA $339.54 g ($86.57) 1
TOTALS $544.45 15 ($86.57) 1

Note: The summary displays the batch’s total number and amount of both deposit and
return transactions, grouped by payment types.

6. To view the batch details, click on the Detail link and a screen will appear similar
to the example shown below:

Items per page |10 [ Refresh | (0 will fill everything on one page) Report Farmats | AL DDWﬂlnad

Ref # |Customer ID | Inv # Date Result Payment | Account Account # Name Type Status nppruval Auth Amt| Capture Register
a v a v a v a v a v Type « ¥ [Type a ¥ a v avw a v a v Code = + avw Amt & ¥ a v
3398 4/26/2004 9:27:36 AM | APPROVED |VISA Yisa dosbd bbbk b0 247 | WINCE WISA | Credit APPROVAL $0.00 $1.00 vitalz |1

3398 4/26/2004 9:26:15 AM | APPROVED | VISA VISA rEERERRREOOZ7 ForceCapture APPROVAL 123456 +0,00 $1.00 wital2
1

Note: The above figure is identical to the one in Find Credit/Debit/EBT/Gift
Transaction in Chapter 4, in which it is described in detail.

7. Click on the transaction’s Ref # link to view further details of the transaction

(shown below):
Print Receipt
PrRef 3398 §1.00
Date 472672004 back to account *®®*&s®sxqnogsy
Tirrg 9:26:15 AM [POT] [ Yes, Refund Account ]

Trans Type  FarceCapture

Jaiailal IS Repeat a SALE transaction

Account i 1 1
Charge amount: |$1.00 | to account

Exp Date 0805 KK K]0 TT

Entry Method Manual

Total Amt $1.00 [

Result Approved

AuthCode 123456

Message AFPPROMNAL

Yes, Charge Account ]

Note: You can perform two more tasks on this credit card transaction: Refund and
Repeat Sale. Because this transaction is already settled, you cannot do void, but refund.

Settle Totals

Settle Totals 1s designed for merchants with credit card and/or debit card set up with
Concord EFS Network. It enables you to view the total amount of both credit and debit
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cards settlement by day. However, be aware that the settlement totals shown may differ
from the actual total amount of transactions, due to some fees and surcharges involved by
affiliated parties.

1. Click on the Closed Batches folder;
2. Click on the Settle Totals link;
3. Click on the date link.

Note: The settlement totals will be populated into Debit Settle Totals and Credit Settle
Totals accordingly.

End of Day

The End of Day settlement is the process through which transactions with authorization
codes are submitted to the payment processor for transfer of funds. This procedure is
usually conducted at the end of the business day. After the settlement, the transactions in
Current Batch are moved into Closed Batches.

1. Click on the End of Day folder;

2. To settle the credit card transactions, click on the Credit link;
3. To settle the debit card transactions, click on the Debit link;
4. To settle the EBT transactions, click on the EBT link:

Credit Card Transactions

Batch summary:
2 Sale totaling $2.00

Total number of transactions: 2
Het amount: $2.00

Submit End Of Day (Cloze Batch) Reguest?

Close Batch

5. Click Close Batch and a screen will appear similar to the example shown below:

Credit Card Transactions

Response @ OK

AuthCode : GBO00M S ACCEPTED
Message | ACCEPTED

Fesult: 0

Batch summary:

2 Sale totaling $2.00

Total number of transactions: 2
Het amount: $2.00
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Ch 4: Find Transactions

How to view transactions and receipts

Find Transactions displays transactions that are processed through ePaymentAmerica
Payment Gateway. Inside the folder, transactions are grouped by payment types: credit,
debit, gift, EBT and check. They can also be image-attached, such as check image and
signature image. Furthermore, you can process post-auth, repeat sale, return/refund, and
void through Find Transactions, basing on the transactions you can locate in Find
Transactions.

Transaction Summary

The Summary inside Find Transactions provides an overview of all transactions
processed within a chosen date range.

1. To view Transaction Summary, click on the Find Transactions folder;
2. Click on the Summary link:

Transaction Summary Filters

Date Range | Selecta Date Range or enter dates manually below ...+

Start Date | 3/29,/2004 End Date | 4/26,/2004

= March 2004 = = April 2004 =
5 T W T F 5 s U] T W T F

2

[ Generate Feport ]

3. Select a pre-defined date range from the Date Range drop-down list. Or, modify
Start Date and End Date. Or, use the “<” or “>” link in the month bar to switch the
month, and click on any date link in the calendar for a particular date;

4. Click Generate Report and a screen will appear similar to the example shown
below:
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Transaction Summary: 3/29/2004 - 412612004

M Transaction Summary Filters

Credit Card Summary
A ) P P D ey
Type Euunt Amount l:uunt nmuunt Amount
AMEX $0.00 $20.00 ($20.00)
MASTERCARD 1 $1.00 D $0.00 $1.00
VISA 2 $2.00 0 $0.00 $2.00
I R e el el Ry
Type Count Amount Amount Count Amount
Authorization [ $62.91 £0.00 i} £0.00
Credit 1 ($20.00) {$20.00) 1 $20.00
ForceCapture 1 $0.00 $1.00 1 $1.00
Repeatsale 1 $3.00 $3.00 1 $3.00
Sale 3 $3.00 $3.00 3 $3.00
Void 7 $0.00 $64.00 7 $64.00

Check Summary

Trans Trans Settle Settle
Credlt {$591.00) (459100
Sale 4,00 $4,00

Find Card Transactions

Card transactions include credit card, debit card, gift card, and EBT card transactions.
Since they all have similar transaction fields, we will discuss one card type, credit card, in
detail.

1. Click on the Find Transactions folder;
To view the credit card details, click on the Credit link. To view the debit card
details, click on the Debit link. To view gift card transactions, click on the Gift
Cards link. To view the EBT details, click on the EBT link:
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Transaction Filters

Date Range | Select a Date Range or enter dates manually below . . . D

Start Date | 0/30/2004 End Date | ©430/2004
= August 2004 == August 2004 =
5 M T W T F 5 5 M T W T F 5

2uth Code Tre Type | All [~
Card Halder Exclude Vaid
Catd Mumber Payment Type | All D
User Status | Approved D
Irvaice Mumber PrRef
Register Total Amount
Customer ID:

3. Refer to Step 3, date range selection, in Transaction Summary later in this
chapter for specifying a date range.

Note: For the rest of the filter fields, you don’t need to fill them all. Instead, just the ones
you know, because the less information you provide, the more matches you will get. The
following table illustrates 3 filter fields that each has a drop-down list.

4. Choose a Transaction Type from the drop-down list;
5. Choose an option to Exclude Void transactions or not (by default, this box is

checked);

6. Choose a card Payment Type from the drop-down list;
7. Choose a Status from the drop-sown list;
8. After entering all necessary information, click on the Submit button (the Reset

button clears the form) and a screen will appear similar to the example shown
below:
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Credit Transactions

Report Format; | AL ~|| Download

ge)
Payment Account Account # N e Type Approval Capture Register
Type « ¥ | Type = ¥ P - - Code ~ v Amt = ¥ a v

4/5/2004 Transaction| cppon - tast
1577 1:01:01 |DECLINED |WISA VISA A 27 Sale amount | $0.00 $0.00 o ehant
M valus
4/5/2004 Missing )
1575 12:50:39 | DECLINED | AMEX Armex AR A G ] JD”Dhe” Sals key (e SR°ORT lpoon oo (B
PM ADDRESS
4/5/2004 Transaction .
1574 12:49:22 | DECLINED | AMER Armex FEAAREEAASGAT] JDDDhe” ForceCapture | amount E':,IROR $0.00 $3.00 f_ﬁ:,chant
[yl value
4452004
1573
a 12148:00 | APPROVED | AMEX Arnex EAARRAANH G4 3 JDDDhE” Authorization | APPROWAL 007948  [$2.00 $0.00 L
PM
4/5/2004
1568 .
11;25:03 | APPROVED | VISA visa B A = APFROVAL 007858  [$1.00 $1.00 tast
) i Doe merchant
4/5/2004 . -
1564 10;58:28 | APPROVED | AMEX AMEX AR A G ] ForceCapture| APPROWAL | Q4L629  |$0.00 $1.00
= M Doe rnerchant
44572004 Jane test
1563 10:57:43 | APPROVED | DINERS DINERS FEARREEAH (L6 futhorization | APPROWAL | 007801  [$1.00 $0.00
aM Doe merchant
AT John - test
1555 817:29 | APPROVED | MASTERCARD MASTERCARD |*hsiiiiigsy -2 Authorization | APPROWAL 007571  |$5.00 $0.00 —
i o8 marchan

The following gives you a quick overview of each column in the example screen above.

Ref # — A unique reference number that the system assigns to each transaction for
an easy retrieval.

Customer ID — A unique number that the merchant assigns to identify a customer.
Inv # — The optional invoice number that is associated with the transaction.

Date — The date and time the transaction was processed.

Result — The response for the transaction (Examples are: Approved, Declined).

Payment Type — The transaction’s payment type (Examples are: Visa,
MasterCard, Visa, Amex, etc).

Account Type — Same as Payment Type.
Card — The partially masked card number.
Name — The customer’s name.

Type — The transaction type (Examples are: Sale, Authorization, ForceCapture,
Repeat Sale, and Credit).

Status — The status of the transaction. If a transaction is declined, usually an error
message 1s displayed (Examples are: Approval, Missing Key (See ADDRESY)).

Approval Code — The approval or error code of the transaction.
Auth Amt — The dollar amount of an approval or authorization request.
Capture Amount — The transaction amount that is captured by the host.

User — The user name or terminal that processed the transaction.
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Register — The register number on which the transaction is performed.

9. If you want to change the number of transactions listed per screen page, edit the
Items per page box. By default, the screen shows 10 transactions per page.
Entering 0 will display all transactions in one page. Click Refresh;

10. If you want to review the filter fields you have entered earlier for your receiving
the current transaction list, click on the ® sign to expand the filter list:

-

~Atart Date: 445720044
- HEnd Date: 475/2004
-duth Code:

- Mame On Card:
-y oottt Mum:

- Jsername: test
-Inwoice Num:
~Register:

-Trx Type: Al
-Exclude Void: true
~Payment Type: All
—Status Approved
—PH Ref:

—Total Amouat:

11. If you want to download the transaction list in the XML format, select XML in
the Report Format field, and click Download and a screen will appear similar to
the example shown below:

- <RichDBDS>
- «<TrzDetailCard>

«<TR¥_HD_Key=>1573</TRX_HD_Keay:=
<Invoice_ID />
<Date_DOT>2004-04-05T12:48:09.8070000-07:00=/Date_DOT>
<Merchant_Key=129</Merchant_Keys
<lser_MName_¥YCxtest merchant</User_Mame_4YC=
<Register_Mumber_CH /=
<Reseller_Key=100</Reseller_Key=
<Payment_Type_ID>AMEX </Payment_Type_ID>
<Trans_Type_ID>Authorization</Trans_Type_ID>
«<Processor_ID=InterceptD</Processor_ID>
<TR¥_Settle Key=1274</TRX_Settle_Key>
<Last_Update_DT>2004-04-05T12:48:10.6770000-07:00=/Last_Update_DT=
<TR¥_Card_Key=1274/TR¥_Card_Key>
<Card_Info_Key=>1285«</Card_Info_Key>
“auth_Amt_MM=2.0000</20th_Amt_MM=
<Tip_amt_MN=0</Tip_Amt_MHz
<Total_amt_MMN=0</Total_smt_MN=
<Cash_Back_amt_MMz0</Cash_Back_amt_MHz
<SureCharge_amt_MN=0</SureCharge_amt_MHz
whAccount_Type CHxAmex</sccount_Type CH=
<Result_CH=>0</Result_CH=
<Result_Twt_YC=APPROYAL</Result_Txt_WC=
<Approval_Code_CH=007946</4pproval_Code_CHx=
<Host_Ref Mum_CH>0382¥Q8XWQLWKMY </ /Host_Ref Mum_CH>
<AYS_Resp_CH>A</AYS_Resp_CHx>
<ANMS_Resp_Trt_WC />
<C%_Resp CH /=
<CW_Resp_Txt_¥C />
<Host_Date_CH /=
<Host_Time_CH /=
<Aoot Mum_CHz¥sklclosioiolk g4 g 1 < /A cot_Mum_CHz
<Exp_CH=>0509</Exp_CHx
<Type_CH=Amex</Type_CH»
<Mame_on_Card_%C=John Doe</Mame_on_Card_%C»
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12. Or you may choose a Tab Delimited format, and click Download and a screen

will appear similar to the example shown below:

tTest mer Ci ant

APPROWVAL 007801

Date_DT Merchant_key

User_Mame_vC
100 VISA

register_Mumber _CH
sale

0382VOQ285FMZTZ4 A

reseller_key

13. To further explore the detail of a transaction, click on the transaction’s Ref# link:

Print Receipt
Date

Tirme
Trans Type
Auth At
Total Amt
Account
Exp Date
Issuer
Marmne
Invoice®
Street

Zip

Entry Method
Result
AuthCode
MWessage
PHRef
CvResult

47572004

6:55 PM EDT
Sale

$1.00

$1.00
A3
0509

AMEX

John Doe

123

12345
hanual
ARPPROVED
00823a
APPROWAL
1586

AVSHesponse Address Match No Zip Match

Note: There are four kinds of task box you may see, Void, Refund, Capture and Repeat
Sale, locating to the right of the card transaction detail. The following table shows a list

of task box(s) matching transaction types:

§1.00

back to account ®HEEERERERERGAT) D

[ Yes, Refund Account ]

Repeat a SALE transaction

Charge amount: |$1.00

ok ke ok ke o

to account

[ fes, Charge Account ]

Card
Type Transaction Type | Settlement Task Box(es)
Credit
Card
PreAuth N/A Cature, Repeat Sale
Sale, Force
Capture Unsettled Void, Repeat Sale
Settled Refund, Repeat Sale
Credit Unsettled Void, Repeat Sale
Settled Repeat Sale
Void Unsettled Repeat Sale
Settled
Gift Card Sale Unsettled Void
Settled Refund
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14. In the transaction list, if you see ® (the image icon) beneath the transaction’s
Ref# link, which means a signature is captured for this transaction. Click on the
1mage icon and a screen will appear similar to the example shown below:

Receipt for this transaction:

Date: 04 705 /04
Time : 12:45:10

Tran Type: Fathorisation

Cleck: test merchant

Iroroice :

RCCT: FYCOOOUTRONAEEs 1

EP: FASE

Izsaer: fmew

Cardiolder: Jobm Doe

Entry Hethod: Haroaal

EYT EEF: 1573

Sequence Mumber: 055AT0SEINLIEHTEITE
Bip: 12345

Street: 123

Dasult: Bppreved

Besponse: 007346

B2 Address Hatch No Sip Hatoh

$2.00
£0.00
£0.00
otal: £2.00

#ed

=1

1 Agres to Pap Abowe Total Amount
Rooording to Card Issuer Agresment
[Hazah fCradit Veucher)

Méc_f

Find Check Transactions

The process of searching for a check transaction is identical to that for a card transaction,
except that the searching filters are slightly different.

1. Click on the Find Transactions folder;
2. Click on the Check link (shown below):
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Check Transaction Report Filters

Date Range | Select a Date Range or enter dates manually below . . . %
Start Date | 471202004 End Date | 471242004
= April 2004 = = April zo04 =
$ M T W T F s S M T W T F s
28 29 30 3 1 2 3 ||28 29 30031 1 2 3
4 5 6 7 8 8 i0//4 5 6 F & 9 10
1B 13 14 15 16 17| 11 PEJ 13 14 15 16 17

Ira
Lo
B
I
=3
I~
(=
o
Lo
B
I
=3
I~1
=

Check Mum Trx Type | All v
Tranzit Mum Auth Code
Check Acct Mum Status | Approved v
L=er hame on Check
Invoice humber PhRet
Register Total Amourt

3. For date selections, refer to Step 3 under Transaction Summary in later in the
chapter.

Note: For the rest of the filter fields, you don’t need to fill out all. Instead, just the ones
you know, because the less information you provide, the more matches you will get. The
following table illustrates 2 filter fields that each has a drop-down list.

4. Choose a Transaction Type from the drop-down menu,

5. Choose a Status from the drop-down menu,

6. Click Submit (the Reset button clears the form) and a screen will appear similar
to the example shown below:

Check Report -
Items perpage | 10 (0 will fill everything on one page) Report Farmat: AL Download
Ref # |Customer ID |Inv # Payment | Account # | Transit # |[Check # Name Type Register
P - - Type = ¥ - v - v P P - v PR
24345 9/2/2004 §:356:35 AM APPROVED |ECHECK wekkdATEA0 | 123456780 |1 Sale |$1.00 witalz
24223 @ 8/31/2004 3:41:10 PM | APPROWED ECHECK HkkAEA TR0 | 123456780 4877 John Doe | Sale |$1.00|vitalz
24110 8/30/2004 10:36:13 AM AFPROVED ECHECK HokdAEATEHI0 123456750 | 1001 Sale |$1.00 vitalz

7. Please refer to Step 9 through Step 11 in Find Card Transactions in Chapter 4
for these three features.

The following gives you an overview of each column as shown in the example screen
above.
Ref # — A unique reference number that the system assigns to each transaction for
an easy retrieval.
Customer ID — A unique number that the merchant assigns to identify a customer.
Inv # — The optional invoice number that is associated with the transaction.

Date — The date and time the transaction was processed.

Result — The response for the transaction. Examples are: Approved, Declined
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Payment Type — The transaction’s payment type (Examples are: ECHECK,

VERIFY).

Account # — The last 4 digits of the checking account number.

Transit # — The financial institution’s transit (bank routing) number for the check.

Check # — The check number.

Name — The customer’s name shown on the check.

Type — The type of transaction processed. Examples are: Sale, Credit.

Amt — The dollar amount of the check transaction.

User — The user name or terminal that processed the transaction.

Register — The register number on which the transaction is performed.

8. To view the detail of a check transaction, click on its Ref# link:

PHRef 23911

Host Ref  0333BALES0DAMIPTLURAM
Date 5/26/2004

Time 6:52:04 PM [EDT]

Custamer ID 5
Trans Type Sale

Mame ab
Amount $3.00
Transit # 123456780
Account #  FTTEI0
Result Approved

Result Text Approved

§3.00

back to account ******73007

[ Yes, Refund Account

|

Charge Amount: |$3.00

Repeat a SALE transaction

to account

[ Yes, Charge Account

|

Note: There are three kinds of task box you may see, Void, Refund, and Repeat Sale,
locating to the right of the check transaction detail. The following table shows task boxes
matching types of check transactions:

Settlement | Transaction Type Task Box(es)
Void, Repeat
Unsettled Sale Sale
Refund, Repeat
Settled Sale Sale
Unsettled Credit Void

Refer to the Void, Refund, and Repeat Sale section in this chapter.

9. In the transaction list, if you see @ (the image icon) beneath the transaction’s
Ref# link, which means a check image is captured for this transaction. Click on

the image icon:
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EPSON AMERICA, INC.
3840 KILROY AIRPORT WAY
: LONG BEACH, CA 90806

[* Paytothe
Or

1487

00-5678/1234

der of

|$i vOID I

EPSON AMERICA, INC.
TEST SAMPLE CHECKS

NON-NEGOTIABLE »w

23LSE7AOE  L23LSRTBY0F  LATT

Void Transactions

Through Find Transactions, you can perform veid on unsettled credit card, gift card and

check transactions:

l.

Print Receipt
Date 41272004

Tirme 12:16 PM EDT
Trans Type FarceCapture
Auth At $0.00

Tatal Amt $2.00

Account i =% 1
Exp Date 0509

lssuer Arnex

Marme John Doe
Irvoiced

Strest

fip

Entry Method Manual
Result APPROWED

AuthCode 007546

Message APPROWAL

PHRef 2094

CvResult

AWSResponse Address Match Mo Zip Match

To void a transaction, click Yes, Void this Transaction and a screen will appear

similar to the example shown below:

¥oid transaction # 20947

\E\H Yes, Woid this Transaction

J

’ Yes, Charge Account ]

Repeat a SALE transaction

Charge amount: [$2.00 | to account

Response | OK
Result : APPROVED
AuthCode : WITALS

PHRef : 24351

Message | APPROVAL

CommercialCard ;. False
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Refund Transactions

Similar to void transactions, through Find Transactions, you can perform refund on the
settled credit card, gift card and check transactions:

Print Receipt

Diate 342452004

Time 301 PM PDT back to gocount ** %% sk sk kkgang 7
Trans Type Sale \{\ ‘Yes, Refund Account ]

Auth At $20.00

TSI S
Account TR Charge Amount: to account
E){p Date 0203 ok kR QD]

lssuer AMER

Mame john doe [ ‘fes, Charge Account ]

Invoice#

Street 123

Zip 25583

Entry Method  Manual

Result APPRCYWED

AuthCode 010138
Message APPROWAL

PHRef 1282

CWResult

AWSResponse Address Match No Zip Match
String afternoon

DoE

number 0

1. To adjust the refund amount, edit the amount field (a valid refund amount is less
than or equal to the original transaction amount);

2. Click on Yes, Refund Account and a screen will appear similar to the example
shown below:

$23.82

Response @ OK

Result @ APPROYED

Message | APPROVAL

PHRef @ 24754

CommercialCard @ False

Click here to go to the Current Batch
Report to wiew this transaction.
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Repeat Sale Transactions

Through Find Transactions, you can perform repeat sale on existing credit card and
check transactions. For credit card repeat sale, you are actually processing a brand new
sale transaction, which is slightly different from the repeat sale discussed in Virtual
Terminals. Under Virtual Terminals, the repeat sale refers to a recurring or installment
transaction. Through Find Transactions, theoretically, you can perform repeat sale on
any existing Sale, PreAuth, ForceCapture (PostAuth or ForceAuth), and
Return/Credit credit card transaction.

To make a repeat sale, first find the target transaction through the steps described earlier
in this chapter. Then click on the transaction’s Ref# link. A repeat sale task box will
appear (shown below):

Dt 512004
Tirne 353 PM POT amount: (5200 |7

Trans Type  Autharization [ Yes, Capture Amount ]

Auth At $2.00

Hatal ot S Repeatm
Account 5454

Exp Date 0509 Charge smount: [$0.00 | to account
Issuer MASTERCARD

MNarme John Doe

oot K‘r’es, Charge Account ]

Street

Zip

Entry Method Manual

Result APPROVED

AuthCode 005236

Message APPROWAL

PHRef 1584

CvResult

AWSResponse Address Match Mo Zip Match

1. To chant the amount of the repeat sale, edit the amount field;
2. Click on Yes, Charge Account and a screen will appear similar to the example
shown below:

Repeat a SALE transaction

Charge amount: |$3.00

Response : OK

Result : 4PPROVED

AuthCode © WITALE

Message | APPROYAL YITALS

PMRef : 24762

CommercialCard : False

Click here to go to the Current Batch
Report to view this transaction.

Capture PreAuth Transactions

The procedure of capturing a PreAuth credit card transaction is also called PostAuth. It is
the completion of a PreAuth transaction. To do so, first locate the transaction through the
steps described earlier in this chapter. Then click on the transaction’s Ref# link. A
Capture task box will appear to the right of the transaction detail:
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1. To change the capturing amount, edit the amount field;

Print Receipt
Date 4/5/2004

Tirne 10:57 An PDT
Trans Type  Authorization
Auth Amt $1.00

Total Amt $0.00

Account B v 0]
Exp Date 0509

lssuer DINERS
Marne Jane Doe
Invoiced

Strest

Zip

Entry Method  hanual
Result APPROVED

AuthCode 007801
Message APPROVAL
PrRef 1563
CvResult

smount: [$1.00 |7

M‘s_., Capture Amount

]

koo ok K (] 57

Repeat a SALE transaction

Charge amount: [$0.00 | to account

[ Yes, Charge Account

]

AvEResponse Address Match Mo Zip Match

2. Click Yes, Capture Amount and a screen similar to the example below will

appear:

Amount:

Response !
Result © APPROVWED
AuthCode @ WITALT
Mes=zage
PMRef : 24763

CommercialCard ; False

Click here to go to the Current Batch
Feport to view this transaction,

$1.00
Ok

APPROWAL
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Ch 5: Recurring Billing

How to configure transactions for recurring billing

The Recurring Billing functions allow merchants to bill customers on a recurring basis.
Each day, a batch process runs automatically and processes all the recurring transactions
scheduled for that day. This chapter describes how to set up a customer’s recurring
billing, including: add a recurring billing customer, add a payment method for the billing,
and configure the recurring billing contract.

Add and Edit a Customer

1. Click on the Recurring Billing folder;
2. Click on Add Customer link and a screen will appear similar to the example
shown below:

Primary Contact Info

Customer ID: Email:

Firzt Matme: Drarptitme Phone:

Last Mame:

Company:

Evening Phone:

Mokile Phone:

Title:

Department:

Fax:

Status:
® sctive O Inactive

Billing Address

Address Line 1: State:

Address Line 2:

- 2

Province:

City: Country:

| - v

|

| |
Address Line 3: Postal (Zip) Code:

|

|

Note: In the new customer information form, the Customer ID ficld is for your own
reference. Typically, you should make this field same as the customer identifier in your
CRM (Customer Relationship Management) or billing system.

The requured fields in the form are: Customer ID, plus one of these three fields: First
Name, Last Name, or Company.

3. Enter all the information necessary to identify a customer for recurring billing;
then click Add Customer:
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Primary Contact Edit Customer
Customer D r1cl Email: ahi@akb.com
Status: Active
(1117 123-1234 (Davtime Phone)
Jokn Doe (1117 456-4567 (Evening Phane)
ABC Inc. 123456 (Mobile Phone)
5TH Abc St
Dallaz, TH 12345
usa,
Payment Info Add Credit Card or ACH
Payment Account Exp Charge
Type Mumber Date Account
Contracts Add Contract
| ContractID__| Status | Next Bill Date Bill Amount | |

Note: The recurring billing customer profile screen appears after you add a new recurring
billing customer. It includes three sections: Primary Contact, Payment Info, and
Contracts. Each section has a link in the header that allows you to edit or add
mnformation associated with that section.

You can also reach this screen by selecting View Customers in the Recurring Billing
folder, which we will discuss later in this chapter.

4. To edit the customer primary contact information, click on the Edit Customer
link in the Primary Contract section header;

5. The customer contact information form will appear. Edit the fields accordingly;

6. Click Update Customer. This will take you back to Customer Profile Screen.

Add and Edit a Payment Item

You can add two types of payment method for a recurring billing customer: Credit Card
and ACH (E-Check).

1. From the recurring billing customer profile screen, click on the Add Credit Card
or ACH link in the Payment Info section header:

Payment Item (* indicates required field)

#Wvhat type of Payment wwould you like to sdd?
O credt card O AcH

2. Select either Credit Card or ACH and a screen will appear similar to the
examples shown below:
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Payment Item (* indicates required field)
#ihat type of Payment wwould you like to add?
@ credt Card O acH

*Credit Card Type: Mame on Card:

q |
*Card Mumber (no spaces o dashes) Strest Address (ex 123 4th Street):
*Expiration Date (MY Postal ( Zin) Code:

| [ |

Wiould you like to charge this account right svay of store it for later use only?
@ Later Use Only O Charge Mow
[ Save Payment Info ]

Payment Item (¥ indicates required field)

#ivhat type of Payment would you like to add?
O Credit Card &) AcH

*Mame on Account: *Sate:

*&ccount Mumber: *Postal f Zip Code:

*Bank Routing/Transit Mumber: et Type of Account is this?
OBusiness O Personal

*Street Address: Driver's Licenze Mumber:

*HCity: Social Security Mumber (gx 223555555

Save Options

vyould you like to charge this account right sweay or store it for later use only?
@ Later Use Only O Charge Mow:

[ Save Payment Info ]

w

Fill out the credit card or ACH information;

4. You have two options to charge the customer on this payment item: either charge
later or charge now. If you select Later User Only, click Save Payment Info.
This will take you back to the recurring billing customer profile screen. If you
select Charge Now, follow the following steps:

Save Options

vyiould you like to charge this accourt right away or store it for later use only?
O Later Use Only @ Charge Mow

Amaurnt:

| Charge & Save Payment Infa |

5. Insert an amount in the Amount field;
6. Click Charge & Save Payment Info and a receipt will appear similar to the
examples shown below:
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PHRef 25086 PrRef 28701
Date 21072004 Host Ref  0383WP39Q7YG2QMKRH
Time 22742 PMW [PDT] Date 9/13/2004
Customer D 1
T Tirne 316:29 PM [PDT]
Mama ab Custormer [D 1
lssuer MASTERCARD Trans Type Sale
Account 0454 Marme Jane Doe
Exp Date 0509
Empry Method  Manual .-":"\FI"IEILI.I"It 51.00
Auth At $2.00 Transit # 123456780
Total Amt  $2.00 Account # - 7TEI0
Street 123 Result Approved
£ip 12345 AuthCode  DEZ2CC
ResUli e Result Text Approved
AuthCode WITAL1
Message MO MATCH

AWS Hesponse M

7. To go back to the recurring billing customer profile screen, click the View
Customer link above the receipt and a screen will appear similar to the example

shown below:

Payment Info

Payment Account Exp Charge
Type Mumber Date Account

edit MASTERCARD — *iwkkkswsicqss 0509 | | Charge
edit ACH HRRERERR G0 D na | |charae

8. To edit the payment item, click on edit:

Payment Item (* indicates required field)

*Credit Card Type: Mame on Card:
American Express D

*Card Mumber (no spaces or dashes):
431

*Expiration Date (hbdy™):

0a09

Poztal (Zip) Code:

Update Payment Iltem

Strest Address (ex: 123 4th Strest):
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Payment Item (** indicates required field)

*Mame on Account: *State:
John Doe WA - Washington D
*&ccount Mumber: *Postal § Zip Code:
TEs0 12345
*Bank Routing/Transit Mumber: “MWhat Type of Accourt is this?
123456780 (#) Businesz () Personal
*Street Address: Driver's License Number:
123
*City: Social Security Number (ex 555555555
Mew York

[ Update Payment lterm ]

9. Edit the payment information and click Update Payment Item. This will take
you back to the recurring billing customer profile screen.

Note: Once a payment term 1s properly populated, you will have the option to charge to
the customer’s payment account.:

Payment Info

Payment Account Exp Charge
Type Mumber Date Account

edit MASTERCARD

edit ACH

HEAHREANGD1 D na [ |charae

10. To charge to an established payment item account, input an amount in the Charge
Amount box, and click on the Charge link:

Print Receipt

Diate 5/3/2004

Time 314 PM PDT
Trans Type Sale

Account o454
Exp Date 0503

lssuer MASTERCARD
Mame customer ane
Tatal Armt $10.00

Street 125

Zip 12345

Entry Method Manual

Result Approved

AuthCode 000908
Message AFPPROWAL
PHRef 3641
AWSResponse A
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Add and Edit a Contract

A recurring billing contract contains billing information, such as when, how much, and
how often to charge a customer. Prior to adding a contract, you need to have at least one
payment item available for billing the customer.

1. Click on the Add Contract link in the header of the Contracts section inside the
recurring billing customer profile screen and a screen will appear similar to the
example shown below:

Contract Info {* indicates required field)

*Caortract ID: *Subtotal:
Contract Mame: Tae

Ehstart Date: ITu:itaI (Read OnlyT
Elend Date: Statuz:

@ Active D Inactive

#Aihich Account should be Billed far this Contract™:
------ ™[ Ascldd Revy Credit Card or ACH Info

*Execute this Contract: | ---- v

*f & transaction iz ever declined on this contract, it can ke reprocessed once per day. How many times swould you like to
reprocess this cortract if it declines (0 = don't reprocess)?

- |w

AMould you like to receive a confirmation e-mail when a transaction is approved on this contract?

O‘r‘es OND

#Mould vou like to receive a confirmation e-mail when a transaction is declined on this contract?

C“r‘es 'DNQ

Add Contract

The following describes each input fields in the Contracts Info form:
Contract ID — (Required) A unique number or word identifying the contract.

Contract Name — (Optional) The name of a contract. You can also use this field
to specify a contract type, such as Gold, Silver, or Bronze.

Start Date — (Required) The first date the contract to be executed. Notice the start

date cannot be on the same day that you enter the contract. This is because the
ePaymentAmerica’s recurring batch process may have already run for the day.
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End Date — (Optional) The date that the contract to be terminated. If the contract
1s ongoing, leave this field blank.

Subtotal — (Required) The amount before tax to be charged to the customer each
time the contract gets executed.

Tax — (Optional) The tax amount for the payment.

Total — A Read Only field, which is automatically populated by adding Subtotal
and Tax; This is the total amount that will be charged every time the contract gets
executed.

Status — (Required) By default, a contract is set to Active when created. Once a
contract or customer expires, the status will be automatically set to Inactive. A
contract with /nactive status will not be executed.

Payment Item — (Which Account should be Billed for this Contract) (Required)
Select a payment item for the contract to execute on.

Contract Frequency — (Execute this Contract) (Required) Select how often the
contract gets executed.

Retry Processing Payment — (Required) If a contract is executed, but for some
reason, the transaction is declined, this field will tell the ePaymentAmerica how
many times to re-process the transaction. A contract will only be executed once
per day. Any transactions that fail will not be attempted again until the following
day. By selecting “0”, the contract will not execute again until the next scheduled
charge date and will only charge the regular amount of the contract. In other
words, when this field is set to “0”, and a transaction fails, the recurring billing
system will not try to recover the funds that is failed to obtain previously.

Email Approval — (Required) Choose to receive a confirmation email every time
the contract’s payment is approved.

Email Declined — (Required) Choose to receive a confirmation email every time
the contract’s payment is declined.

Note: The following are two reminders when processing transactions through recurring

billing:

If a transaction i1s declined and you have selected “10” retries (the maximum
amount of times you can retry) in the Retry Processing Payment field, the
ePaymentAmerica Payment Gateway will keep trying to process the transaction
until it 1s either approved or retried 10 times. This will not affect the next bill
date. For example, you have a contract setup to charge $15 to a credit card on
the first day of every month; if on 5/1/2004 the transaction is declined, but it 1is
finally approved on 5/6/2004, the next bill date will still be 6/1/2004.
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e A contract can only have one transaction pending at any given time. For
example, you have a contract set up to process daily. If the credit card gets
declined today and you requested to have it retry several times, the contract will
not execute at its regular time tomorrow. When the recurring billing system of
ePaymentAmerica Payment Gateway runs tomorrow, it will see this contract is
flagged as declined and will try to reprocess the declined transaction.
Therefore, the new charge for tomorrow will not be queued. It is recommended
that daily contracts have retries set to “0”” and that you request to have a decline
confirmation email sent. This way, you can take the necessary steps to resolve
declined payments without missing any further payments.

2. Input the contract information into the Contract Info form;

3. Click Add Contract. This will take you back to the recurring billing customer
profile screen:

Contracts Add Contract
Contract ID | Status | Next Bill Date | Bill Amount | |
cici Active 5/3/2004 $5.00 Payment History
cice Inactive 5/3/2004 $1.00 Payment History

4. To edit a contract, click on its Contract ID link;

5. The Contract Info form will appear again for you to edit;

6. Click Update Contract afterwards. This will take you back to the recurring
billing customer profile screen;

7. To view the payment history on this contract, click on the Payment History link
and a screen will appear similar to the example shown below:

Billings Found: 4
Displaying Results: 1 through 4

Contract ID = ¥ Transaction Date - + m Payment Type &« +

3610 [ 5/3/2004 8:35:40 AM ECHECK $5.00
G617 cici 5/3/2004 9:32:49 AM ECHECK $5.00
aell cicd 5/3/2004 9:02:54 AM ECHECK £5.00
3618 cicl 5/3/Z004 9139152 AM ECHECK $5.00

View Customers

The View Customers link inside the Recurring Billing folder enables you to search for
a customer under certain filters.

1. Click on the Recurring Billing folder;
2. Click on the View Customers link:
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Search Value: | |

wiew: (%) Active Customers () Inactive Customers ) All Customers

[ Find Custamer(s) ] [ Clear Filters ]

3. To display all customers, click Find Customer(s);

a. To search by field, click on the drop-down arrow in the Search By box,
and choose a field accordingly;

b. Input the search value in the Search Value text box;
c. To view customer based on their status, select the status option;
4. Click Find Customer(s) (the Clear Filters button lets you clear all the field

contents you have entered) and a screen will appear similar to the example shown
below:

(Wshowrikersz

Customers Found: 1

Make Checked Customers:
[ | cusomerio~ - mm

7 rici ABC Inc, John ab@ab.corn  Active

5. To refine your search, check the Show Filters box to expand the filter section.
Then edit the filter fields again;

a. To send an email to the customer, click on the customer’s email link;

b. To activate or inactivate a recurring billing customer account, check the
customer and choose either Active or Inactive from the Active/Inactive
drop-down list;

6. To view the customer information, click on the Customer ID link. This will take
you to the recurring billing customers profile screen.

View Contracts

The View Contracts link enables you to search for a contract under certain filters.
1. Click on the Recurring Billing folder;

2. Click on the View Contracts link and a screen will appear similar to the example
shown below:
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Show Filters?

The fiters belowe are optional. By default, clicking "Find Cortract(s)" will return all active contracts.

Contract IT:
Next Bil Date: | |s On or After [
Total Amourt: | |5 Greater Than D (0.00
Pay Method: (3 sl (O Credit Card O &CH

Status: @ sl O active Olinactive O Pending

[ Find Contract(s) l [ Clear Filters ]

3. Ifyou want to view all active contracts, click Find Contract(s);
a. To search for a specific contract, input the ID into the Contract ID field,
b. Or, click on the drop-down arrow to choose a date option for the Next Bill
Date field, and enter the date either by clicking no the calendar link to
select the date, or by entering a date manually in the Date box;
c. Or/And click on the drop-down arrow to choose an amount option for the
Total Amount field, and enter an amount in the Total Amount field;
d. You may also narrow your search by the contract’s payment method; click
on one of the payment method radio buttons;
e. To search according to the contract’s status, choose one option from the
four status radio buttons;
4. Click on the Find Contract(s) button (the Clear Filters button lets you clear all
the field contents you have entered as search criteria) and a screen will appear
similar to the example shown below:

EE——

Billings Found: 2
Displaying Results: 1 through 2

Contract ID & Eustumer ID « * | Payment Type « * | Next Bill Date « _

C1C2 1 Credit Card 5432004 $1.00 payment history
cicl 1 HICH 54342004 $5.00 pavment history

5. To refine your search, check the Show Filters box to expand the filter section.
Then enter your search criteria:
a. To view the contract’s owner, click on the Customer ID link. This will
take you to the recurring billing customer profile screen,
b. To view the payment history on this contract, click on the Payment
History link.
6. To view the detail of a contract, click on that contract’s ID link. This will take
you to the Contract Info form;

Page 59 of 70



@ ePaymentAmerica Merchant User Manual

Billing Report

The Billing Report link enables you to view all the approved transactions inline with
their corresponding contracts. In the report, transactions processed automatically through
recurring billing will be listed. Other transactions made under Recurring Billing will not
appear, including charging on either a payment item when it’s newly created, or a
payment item inside the Payment Info section. You can find those transactions through
Find Transactions instead.

1. Click on the Recurring Billing folder;
2. Click on the Billing Report link and a screen will appear similar to the example
shown below:

Show Filters?

The fitters belowy are optional. By default, this report will show all bilings that have occurred during the
current manth.

Customer IO
Biled Amount: | |5 Greater Than % | §(0.00
Date Range: | Month-to-Day % |prome (2712004 | 7 (BA472004

Pay Methodt & Al O credit Card O AcH
| Find Billing(s) | | ClearFilters |

Note: The Show Filters section help you narrow down the transaction report for a
specific recurring billing customer, amount, date range, or payment method.

3. To search for a specific contract, input the Contract ID into the Contract ID field:

a. And/Or click on the drop-down arrow to choose an amount option for the
Billed Amount field, and enter an amount in the Billed Amount field;

b. And/Or choose a date range by clicking on the drop-down arrow, and
select a pre-defined date range. Also you may manually enter the start
date and end date for a date range;

¢. You can also narrow down your search by the contract’s payment method;
click on one of the payment method radio buttons.

4. Click on the Find Billing(s) button (Clear Filters lets you clear all the field
contents you have entered as search criteria) and a screen will appear similar to
the example shown below. Notice the m and = buttons under each column name
are for sorting the listed transactions:

Contract ID 4 > | Transaction Date & = Payment Type & ¥

3610 CiCie 5/3/2004 8135140 AM ECHECK $5.00
3611 C1C1B 5/3/2004 9:02:54 AM ECHECK $5.00
3617 Ci1Cim 5/3/2004 9:32:49 AM ECHECK $5.00
3618 CiCie 5732004 9132152 AM ECHECK $5.00

5. To view the contract for a particular transaction, click on it’s Contract ID link;
6. To view the details of a transaction, click on the transaction’s Ref # link.
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Ch 6: Preferences and Merchant Support

How to change personal settings and get additional support

This chapter discusses five main functions of Preferences: regulate access to a user
account, set up input devices for the ePaymentAmerica Payment Gateway, change the
user password, and modify security levels to grant a user specific access to certain
functions. Furthermore, we include information on the remaining features in the menu
bar: send emails to your payment solution service provider, and log out of
ePaymentAmerica Payment Gateway.

User Access Control

By verifying the requesting party’s IP (Internet Protocol) address and country, the Access
Control preference grants or denies access to a merchant user account. All IP’s and all
countries are allowed accesses by default.

1. Click on the Preferences folder;
2. Click on the Access Control link and a screen will appear similar to the example
shown below:

IP's Allowed: Al

Countries Allowed: Al

M validate IP Address When Logging In

M validate Country When Logging In

Note: Validating IP and validating country have identical steps to follow.

3. To validate IP/Country, check Validate IP/Country Address When Logging In
and a screen will appear similar to the examples shown below:

Validate IP Address When Logging In ¥Yalidate Country When Logging In
(CODENY AllIP's EXCEPT Those Listed Below - - (O DENY All Courtries EXCEPT Those Listed Below - -
Use This Option Use This Option
(3 ALLOW &Il IP's EXCERT Those Listed Below (®) ALLOWY All Countries EXCEPT Those Listed Below
| | l Add 1P ] [#] Deny A1l Unknavwen Caurtries
Denied IP List [------- v |[_Add Country
RETTElSElEeEy Denied Country List
Remave All Remove Selected
Rernove All
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Note: There are two options:

DENY ALL IPs/Countries EXCEPT Those Listed Below;
ALLOW ALL IPs/Countries EXCEPT Those Listed Below.

The default settings for both IP and country are ALLOW. Besides, for country, all
unknown countries are set to deny.

Allow All IP’s/Countries

1.

To add one or more IP’s/Countries to the Denied IP/Country List, for IP, type an
[P address in the Add IP text box; for country, select a country from the country
drop-down list, and then click Add IP/Country. The IP address or country will
be automatically populated into Denied IP/Country List:

Denied IP List

123123121
123123122

Denied Country List

Canada

If you want to remove the IP/Country form the Denied IP/Country List one by
one, click on the one you want to remove; then click the Remove Selected button.
Or, you may click the Remove All button to clear all IPs/Countries shown in the
Denied IP/Country List,

After you complete editing the settings for ALLOW ALL IPs/Countries
EXCEPT Those Listed Below, you need to ensure this option will be in use:

a. If you see the Use This Option button as it is shown in, this means the
Deny All IPs/Countries EXCEPT Those Listed Below option is
currently in use, you need to click this button to switch to the Allow
option. Notice the Use This Option button only appears when the
checked option to its left s NOT curently in use. Therefore, when
switching from one option to another, you must click on the Use This
Option button for the change to take effect;

b. If the Use This Option button does not show up, that means the ALLOW
ALL IPs/Countries EXCEPT Those Listed Below option is already in
use.
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Deny All IP’s/Countries
1. Check the DENY ALL IPs/Countries EXCEPT Those Listed Below radio
button (shown below):

Yalidate IP Address When Logging In

() DENY Al IP's EXCEPT Those Listed Below

Use This Option
O ALLCWY AllP's EXCEPT Those Listed Below
Add 1P
Allowed IP List
Remove Selected
Rermaove All
¥Yalidate Country When Logging In
() DENY &) Courtries EXCEPT Those Listed Below - -
Use This Option
O ALLCOW ANl Courtries EXCEPT Those Listed Below
Dreny Al Unknowen Countries
________ D Add Country
Allowed Country List
Remave Selected
Remave All

2. To add one or more IPs/Countries to the Allowed IP/Country List, for IP, type
an IP address in the Add IP text box; for country, select a country from the
country drop-down list, and then click Add IP/Country. The IP address or
country will be automatically populated into Allowed IP/Country List:

Allowed IP List

123.123.121
123123122

Allowed Country List

Canada

3. If you want to remove the IP/Country from the Allowed IP/Country List one by
one, click on the one(s) you want to remove, and then click the Remove Selected
button. Or, you can click the Remove All button to clear all IPs/countries shown
in the Allowed IP/Country List;
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4. After you complete editing the settings for DENY ALL IPs/Countries EXCEPT
Those Listed Below, you need to ensure this option will be in use:

a. If you see the Use This Option button as it is shown in, this means the
Allow All IPs/Countries EXCEPT Those Listed Below option is
currently in use, you need to click this button to switch to the Deny option.
Notice the Use This Option button only appears when the checked option
to its left 1s NOT currently in use. Therefore, when switching from one
option to another, you must click on the Use This Option button for the
change to take effect;

b. If the Use This Option button does not show up, that means the DENY
ALL IPs/Countries EXCEPT Those Listed Below option is already in
use.

Setting up Input Devices

The Device Setup preference enables you to configure parameters specific to what type
of input device you desire to use with the ePaymentAmerica Payment Gateway. The
mput devices configurable are card readers, PIN pads, and check readers. Once
configured, they can be used when you make transactions under Virtual Terminals. For
more information on what parameters you need, to set up a device properly, check your
device manual or consult the device manufacturer.

1. Click on the Preferences folder;
2. Click on the Device Setup link:

Card Card Reader Setup
Feader
Card Reader Type | Mone bt
Finpad
Zheck
Reader

Save

Setting up a Card Reader

The ePaymentAmerica’s Virtual Terminal currently works with card reader devices such
as serial card reader and keyboard wedge.

1. By default, the device setup screen first show the Card Reader setup. Select the
type of card reader from the Card Reader Type drop-down list:
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e
Card Reader Type | Serial Reader »
M COM Port Setup
Comn Part | 1 w
Chack Baud Rate | 9600 Ev
Reader Flowe Cortrol | Hardware v
Parity | Mo Parity hd
Stop Bitz | 1 “
Diata Bit= | § -
Time Ot
The following table shows each setup parameter and its valid values. It applies to all
three types of input device:
Input Device Setup
Parameter Value
Com Port 1-30
110, 300, 600, 1200, 2400, 4800, 14400, 19200, 28800, 38400, 56000,
Baud Rate 57600, 115200, 128000, 256000
Flow Control No Flow Control, Software, Hardware
Parity No Parity, Odd, Even, Mark, Hardware
Stop Bits 1,15,2
Data Bits 56,7,8
Time Out (Numeric time out value in second)

2. Editing the settings accordingly and click on the Save button to save your

settings.

Setting up a PIN Pad
The ePaymentAmerica’s Virtual Terminal currently works with VeriFone 1000 PIN pad.

1. Click on the Pinpad link in the Initial Device Setup screen and a screen will
appear similar to the example shown below:
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Wt

Card Pinpad Setup
Feader
Pinpad Type | Mone G
. Master Sessi
Pinpad s Mt e
() DUKPT
Check
Feader

Save

Select a Pinpad Type from the drop-down list;

Choose either Master Session or DUKPT from the Key Management option,
Editing the settings accordingly and click on the Save button to save your settings
(Refer to Input Device Setup Parameter):

_ard
Reader

Finpad

Check
Feader

Save

Pinpad Type erifone 1000 [~

O laster Session
Hey Management

& DUKPT
COM Port Setup
Com Port | 23

Baud Rate | 1200
Flow Control | Software
Parity | Even
Stop Bits | 1
Data Bits | 7

<] <]l <] <[ <] <]]

Tirme: Out

Setting up a Check Reader

The ePaymentAmerica’s Virtual Terminal currently works with serial checker reader and
check image reader such as Magtek MICR Imager.

Click on the Check Reader link in the Initial Device Setup screen:
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Card Check Reader Setup
Reader
Check Reader Type | Mone D
Finpad
Check

Reader

Save

2. Select a check reader type from the drop-down list;
3. Edit the settings accordingly and click the Save button to save your settings
(Refer to Input Device Setup Parameter):

Lard Check Reader Setup
Reader
Check Reader Type | Serial Reader A |
Pinpad
COM Port Setup
Check Com Port | 1 Ev3
Reader Baud Rate | 9600 w7
Flow Cortral | Mo Flow Contral hd
Parity | Mo Parity bl
Stop Bits | 1 A
Data Bits | 8 w
Time Cut

Changing User Password

1. Click on the Preferences folder;
2. Click on the Password link and a screen will appear similar to the example shown
below:
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nnnnnnnnnnnnnnnnn

Change Password

MEPPartner Mumber: 100
RPMYencar Mumber: 129
RP User Mame: test myMerchant

Oled Password
Enter Mew Passwiord

Enter Mew Passyword Again

[ Change Password ] [ Reset ]

3. Input the current password in the Old Password field;

4. Input your new password in the New Password ficld;

5. Confirm your new password by inputting it into the Enter New Password Again
field;

6. Click on the Change Password button (the Reset button clears the contents in the
fields).

Setting Security

The Security preference is to set security for functions performed at the merchant user
level. The user security level is assigned when each new user account is created. A
merchant user will be able to access each function if his/her security level is greater than
or equal to the number defined in this preference.

1. Click on the Preferences folder;
2. Click on the Security link and a screen will appear similar to the example shown

below:
Security Settings
Sale |1 W Reports | 2 W
Return | 2 End-of-Day [ 2+
woid | 2w User &dmin | 3+
Pre-suth | 1 Change Security [ 4+
Force-futh [ 2+ Tools |1 »

[ Change Security ] [ Reset ]

3. Select a proper security level for each item;
4. Click Change Security (the Reset button allows you to return to the previously
saved settings).

Note: The ePaymentAmerica currently has four levels of security settings: 1, 2, 3 and 4,

with 4 being the highest security level and 1 the lowest. In the above figure, the numbers
represent the minimum security level that a merchant user must have, in order to access
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the corresponding features. For example, if "Void" is set to 2, then a merchant user with
security level of 2, 3 or 4 can void a transaction, but a merchant user with security level
of 1 cannot perform voiding transactions. The table below provides more details on each

security item 1n the above figure:

Security Setting Effected Functionality
Folder Functions
Credit — Sale
Sale Virtual Terminals 8ﬁ22k§ éalseale
Gift Cards — Redeem
Find Transactions Credit — Repeat Sale
Current Batch (for Credit — Repeat Sale
terminal-based processor)
Debit — Return
Return Virtual Terminals Checks — Return
Gift Cards — Refund
Find Transactions Credit — Refund
Void Virtual Terminals Checks — Void
Find Transactions gir;dcl:ta_r d\;o—ldVoi q
Current Batch (for . .
terminal-based processor) Credit — Void
. . Credit — PreAuth
Pre-Auth Virtual Terminals Checks — Verify
. . Credit — ForceAuth
Force-Auth Virtual Terminals Checks — ForceSale
Reports Find Transactions
End-of-Day End of Day (for terminal-based processor only)
User Admin Manage Users
Change Security | Preferences -> Security
Tools N/A
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Sending Email to Merchant Support

The Email function provides contact links to merchant support from ePaymentAmerica.
Clicking on the email link will lead you to send an email to either Sales or Support team
of ePaymentAmerica.

Click on the Email folder;

To email the sales staff, click on the Sales link;

To email the support staff, click on the Support link;

After your default mail application appears, type you email and click on Send in
you email software.

Sl o

System Logout

The Logout link lets you logout of the system with the current user name.

1. Click on the Logout link.
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